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Worst-Case Stack Usage
AbsInt Stack Analyzer

Aufgabenstellung



Analyse Harter Echtzeitsysteme

Harte, verlassliche Echtzeitsysteme

= Garantien uber Ressourcenbedarf notwendig

i statische Analyse unabdingbar

Mogliche Ressourcen: Speicherbedarf, Laufzeit, etc.
Ubung: Analyse des Stackverbrauchs einer Feldbibliothek
Stack-Analyse

1. Dynamisch: Wasserstandstechnik

2. Statisch: ,Eigenbau“ und aiT (Stack-Analyzer der a3 Suite)
WCET-Analyse mittels aiT (bereits in EZS behandelt)



Beispiel: Programmstapel

int main(void) {
—_—> return f(4, 2); PN 0x980
} esp
? 0x97¢
? 0x978
52a: push ebp ‘ 97
52b: mov ebp,esp
52d: lea ... ? OX974 on
534: or ... c
538: lea ... ? >
—> 53f:  push ox2 ! 0x970 b=
541: push 0x4 (@)
543:  call 4fd <f> ? 0x96¢ =
548: add esp,0x8 0
54b: leave 2 X968 =
54c: ret * 9 3
[%2)
? 0x964 6
©
? 0x960 ;
? ox95¢
? 0x958 A\
0X954
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int main(void) {
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Beispiel: Programmstapel

int main(void) {
—_—> return f(4, 2); 0x980
¥
b =2 0x97¢
5 b b a=4 0x978
a: push ebp
52b: mov ebp,esp 5 eSp
52d: lea ... H OX974 on
534: or ... c
538: lea ... ? 0X970 S5
53f: push 0x2 : _‘E’
541: push 0x4 ©
—> 543: call 4fd <f> ? 0X96¢C ;
548: add esp,0x8 E
54b: leave 2
0x968
54c: ret ° 9 3
[%2)
? 0x964 6
©
? 0x960 ;
? ox95¢
? 0x958 v
0X954




Beispiel: Programmstapel

—> int f(int a, int b) {
int ¢ = a + b;

int d = g(c);

return d;
}

—> 4fd: push ebp

4fe: mov ebp,esp
500: lea ...
507: or ...
50b: sub esp,0x8
512: mov edx,DWORD PTR [ebp+@x8]
515: mov eax,DWORD PTR [ebp+@xc]
518: add eax,edx
51a: mov DWORD PTR [ebp-0x8],eax
51d: push DWORD PTR [ebp-0x8]
520: call 4e9 <g>
525: add esp,0x4
528: mov DWORD PTR [ebp-0x41],eax
52b: mov eax,DWORD PTR [ebp-0x4]
52e: leave
52f: ret

.. 0x980

b = 2 0ox97¢
a=4 ox978
e 0x548 oX974
? 0x970

? 0x96¢C

? 0x968

? 0x964

? 0x960

? 0x95¢

? 0x958

0X954

esp
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Beispiel: Programmstapel

—> int f(int a, int b) {

int ¢ = a + b; 0x980
int d = g(c);
return d; b =2 ox97¢
}
= 0x978
4fd: push ebp a 4 97
—> 4fe: mov ebp,esp
500:  lea ... Fmain — OX548 | oxom
507: or ...
50b: sub esp,0x8 —
’ 3 - 0Xx970
512:  mov edx,DWORD PTR [ebp+0x8] ebppain 0x. .. 97
515: mov eax,DWORD PTR [ebp+@xc] esp
518: add eax,edx ? ox96¢
5la: mov DWORD PTR [ebp-0x8],eax
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51d: push DWORD PTR [ebp-0x8] 2
520: call 4e9 <g> : 0x968
525: add esp,0x4
528:  mov DWORD PTR [ebp-@x4],eax ? 0x964
52b: mov eax,DWORD PTR [ebp-0x4]
52e: leave 2
52f: ret H 0x960
? ox95¢
? 0x958 A
.. 0X954
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int d = g(c);
return d; b =2 ox97¢
}
= 0x978
4fd: push ebp a 4 97
4fe: mov ebp,esp
—> 500:  lea ... Fmain — OX548 | oxom
507: or ...
50b: sub esp,0x8 —
’ 3 - 0Xx970
512 mov ec,DNORD PTR [ebproxe] ebppain 0x. .. 97
515: mov eax,DWORD PTR [ebp+@xc] e p esp
518: add eax,edx ? ox96¢
5la: mov DWORD PTR [ebp-0x8],eax
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51d: push DWORD PTR [ebp-0x8] 2
520: call 4e9 <g> : 0x968
525: add esp,0x4
528:  mov DWORD PTR [ebp-@x4],eax ? 0x964
52b: mov eax,DWORD PTR [ebp-0x4]
52e: leave 2
52f: ret H 0x960
? ox95¢
? 0x958 A
.. 0X954




Beispiel: Programmstapel

—> int f(int a, int b) {

int ¢ = a + b; 0x980
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return d; b =2 ox97¢
}
= 0x978
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4fe: mov ebp,esp
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51d: push DWORD PTR [ebp-0x8] 2
520: call 4e9 <g> : 0x968
525: add esp,0x4
528:  mov DWORD PTR [ebp-@x4],eax ? 0x964
52b: mov eax,DWORD PTR [ebp-0x4]
52e: leave 2
52f: ret H 0x960
? ox95¢
? 0x958 A
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int f(int a, int b) {

—> intc=a+b; 0x980
int d = g(c);
return d; b =2 ox97¢
}
a=4 0x978
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4fe: mov ebp,esp
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int f(int a, int b) {

—> intc=a+b; 0x980
int d = g(c);
return d; b =2 ox97¢
}
a=4 0x978
4fd: push ebp
4fe: mov ebp,esp
500:  lea ... Fmain — OX548 | oxom an
507: or ... c
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Beispiel: Programmstapel

int f(int a, int b) {

int ¢ = a+b; 0x980
—> int d = g(c);
return d; b =2 ox97¢
}
a=4 0x978
4fd: push ebp
4fe: mov ebp,esp
500:  lea ... Fmain — OX548 | oxom an
507: or ... c
50b: sub esp,0x8 . = 0X970 >
512:  mov edx,DNORD PTR [ebproxd] ebppain ox. .. =
515: mov eax,DWORD PTR [ebp+0@xc] e p ©
518:  add eax,edx cC =6 0X96¢ =
51a: mov DWORD PTR [ebp-0x8],eax E
—> 51d: push DWORD PTR [ebp-0x8] d - 2 0x968 S
520: call 4e9 <g> O e
525: add esp,0x4 eSp 2
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Beispiel: Programmstapel

int f(int a, int b) {

int ¢ = a + b; 0x980
e int d = g(c);
return d; b — 2 ox97¢
}
a=4 0x978
4fd: push ebp
4fe: mov ebp,esp
500:  lea ... Fmain — OX548 | oxom an
507: or ... c
50b: sub esp,0x8 . = 0X970 >
512:  mov edx,DNORD PTR [ebproxd] ebppain ox. .. =
515: mov eax,DWORD PTR [ebp+0@xc] e p ©
518:  add eax,edx c =6 0x96¢ =
51a: mov DWORD PTR [ebp-0x8],eax E
51d: push DWORD PTR [ebp-0x8] -2
—> 520:  call 4e9 <g> d ! 0x968 3
525: add esp,0x4 2
528:  mov DWORD PTR [ebp-0x4],eax X =6 0X964 S
52b: mov eax,DWORD PTR [ebp-0x4] esp o
52e: leave 2 0X960 ;
52f: ret .
? ox95¢
? 0x958 v
e 0X954




Beispiel: Programmstapel

—> int g(int x) {
inty=x+1;

return y;
}
—> 4e9: push ebp
4ea: mov ebp,esp
4ec: sub esp,0x4
4ef: mov eax,DWORD PTR [ebp+@x8]
4f2: add eax, 0x1
4f5: mov DWORD PTR [ebp-0x41],eax
4f8: mov eax,DWORD PTR [ebp-0x4] ebp
4fb: leave
4fc: ret

0x980

b =2 oxg7¢
a=4 ox978
Fmain = 0X548 | oxon
ebpyain = @X... | oxo
c=6 0X96¢
d=7 0x968

X =6 0x964

re = 0x525 0X960
? 0x95¢

? 0x958

0X954

esp

Wachstumsrichtung



Beispiel: Programmstapel

—> int g(int x) {
inty=x+1;

return y;
}
4e9: push ebp
—> 4ea mov ebp,esp
4ec: sub esp,0x4
4ef: mov eax,DWORD PTR [ebp+@x8]
4f2: add eax, 0x1
4f5: mov DWORD PTR [ebp-0x41],eax
4f8: mov eax,DWORD PTR [ebp-0x4] ebp
4fb: leave
4fc: ret

0x980

b =2 oxg7¢
a=4 ox978
Fmain — OX548 | oxom
ebpyain = @X... | oxo
c=6 0X96¢
d=7 0x968

X =6 0x964

re = 0x525 0X960
ebpe = Ox96¢C | oxosc
? 0x958

0X954

esp
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Beispiel: Programmstapel

—> int g(int x) {
inty=x+1;

return y;
}
4e9: push ebp
4ea: mov ebp,esp
—> 4ec sub esp,0x4
4ef: mov eax,DWORD PTR [ebp+@x8]
4f2: add eax, 0x1
4f5: mov DWORD PTR [ebp-0x41],eax
4f8: mov eax,DWORD PTR [ebp-0x4]
4fb: leave
4fc: ret

ebp

0x980

b =2 oxg7¢
a=4 ox978
Fmain — OX548 | oxom
ebppain = 0X... | owpo
c=6 0X96¢
d=7 0x968

X =6 0x964

re = 0x525 0X960
ebpe = Ox96¢C | oxosc
? 0x958

0X954

esp
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Beispiel: Programmstapel

int g(int x) {
—_ inty=x+1;

return y;
}
4e9: push ebp
4ea: mov ebp,esp
4ec: sub esp,0x4
—> 4ef mov eax,DWORD PTR [ebp+@x8]
4f2: add eax, 0x1
4f5: mov DWORD PTR [ebp-0x41],eax
4f8: mov eax,DWORD PTR [ebp-0x4]
4fb: leave
4fc: ret

ebp

0x980

b =2 oxg7¢
a=4 ox978
Fmain — OX548 | oxom
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c=6 0X96¢
d=7 0x968

X =6 0x964
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y =7 0x958
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int g(int x) {
—_ inty=x+1;

return y;

}

4e9: push ebp

4ea: mov ebp,esp

4ec: sub esp,0x4

4ef: mov eax,DWORD PTR [ebp+@x8]
—> 4f2 add eax, 0x1

4f5: mov DWORD PTR [ebp-0x41],eax

4f8: mov eax,DWORD PTR [ebp-0x4]

4fb: leave

4fc: ret
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ebpe = Ox96¢C | oxosc
y =7 0x958
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Beispiel: Programmstapel

int g(int x) {
—_ inty=x+1;
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4ec: sub esp,0x4
4ef: mov eax,DWORD PTR [ebp+@x8]
4f2: add eax, 0x1
—> 4f5 mov DWORD PTR [ebp-0x41],eax
4f8: mov eax,DWORD PTR [ebp-0x4]
4fb: leave
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ebp

0x980
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Beispiel: Programmstapel

int g(int x) {
—_ inty=x+1;

return y;

}

4e9: push ebp

4ea: mov ebp,esp

4ec: sub esp,0x4

4ef: mov eax,DWORD PTR [ebp+@x8]

4f2: add eax, 0x1

4f5: mov DWORD PTR [ebp-0x41],eax
—> 4f8 mov eax,DWORD PTR [ebp-0x4]

4fb: leave

4fc: ret

ebp

0x980

b =2 oxg7¢
a=4 ox978
Fmain — OX548 | oxom
ebppain = 0X... | owpo
c=6 0X96¢
d=7 0x968

X =6 0x964

re = 0x525 0X960
ebpe = Ox96¢C | oxosc
y =7 0x958
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Beispiel: Programmstapel

int g(int x) {
inty=x+1;
—> returny;

}

4e9:
4ea:
4ec:
4ef:
4f2:
4f5:
4f8:

4fc:

push ebp

mov ebp,esp

sub esp,0x4

mov eax,DWORD PTR [ebp+@x8]
add eax,0x1

mov DWORD PTR [ebp-0x41],eax
mov eax,DWORD PTR [ebp-0x4]
leave

ret

<

ebp

0x980

b =2 oxg7¢
a=4 ox978
Fmain — OX548 | oxom
ebppain = 0X... | owpo
c=6 0X96¢
d=7 0x968

X =6 0x964

re = 0x525 0X960
ebpe = Ox96¢C | oxosc
y =7 0x958

0X954
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Beispiel: Programmstapel

int g(int x) {
inty=x+1;
—> returny;

}

4e9:
4ea:
4ec:
4ef:
4f2:
4f5:
4f8:
4fb:
—> 4fc:

push ebp

mov ebp,esp

sub esp,0x4

mov eax,DWORD PTR [ebp+@x8]

add eax,0x1

mov DWORD PTR [ebp-0x41],eax

mov eax,DWORD PTR [ebp-0x4] ebp
leave

ret

<

0x980

b =2 oxg7¢
a=4 ox978
Fmain — OX548 | oxom
ebpyain = @X... | oxo
c=6 0X96¢
d=7 0x968

X =6 0x964

re = 0x525 0X960
ox. .. ox95¢

7 0x958

0X954
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Beispiel: Programmstapel

int f(int a, int b) {

int ¢ = a + b; 0x980
e int d = g(c);
return d; b — 2 ox97¢
}
a=4 0x978
4fd: push ebp
4fe: mov ebp,esp
500:  lea ... Fmain — OX548 | oxom an
507: or ... c
50b: sub esp,0x8 . = 0X970 >
512:  mov edx,DNORD PTR [ebproxd] ebppain ox. .. =
515: mov eax,DWORD PTR [ebp+0@xc] e p ©
518:  add eax,edx c =6 0x96¢ =
51a: mov DWORD PTR [ebp-0x8],eax E
51d: push DWORD PTR [ebp-0x8] -2
520:  call 4e9 <g> d ! 0x968 3
—> 525: add esp,0x4 2
528:  mov DWORD PTR [ebp-0x4],eax X =6 0X964 S
52b: mov eax,DWORD PTR [ebp-0x4] esp g
52e: leave
52f:  ret 0x525 0x960
ox. .. 0X95¢C
7 0x958 v
e 0X954




Beispiel: Programmstapel

int f(int a, int b) {
int ¢ = a + b;

e int d = g(c);
return d;

}
4fd: push ebp
4fe: mov ebp,esp
500: lea ...
507: or ...
50b: sub esp,0x8
512: mov edx,DWORD PTR [ebp+@x8]
515: mov eax,DWORD PTR [ebp+@xc]
518: add eax,edx
51a: mov DWORD PTR [ebp-0x8],eax
51d: push DWORD PTR [ebp-0x8]
520: call 4e9 <g>
525: add esp,0x4

—> 528 mov DWORD PTR [ebp-0x41],eax
52b: mov eax,DWORD PTR [ebp-0x4]
52e: leave
52f: ret

ebp

0. 0x980

b =2 0x97¢
a=4 0x978
Fmain — OX548 | oxom
ebpyain = @X... | oxo
cC =6 0X96¢
d=7? 0x968

6 0X964
0x525 0X960
ox. .. ox95¢

7 0x958

0X954

esp
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Beispiel: Programmstapel

int f(int a, int b) {
int ¢ = a + b;

—> int d = g(c);
return d;
}
4fd: push ebp
4fe: mov ebp,esp
500: lea ...
507: or ...
50b: sub esp,0x8
512: mov edx,DWORD PTR [ebp+@x8]
515: mov eax,DWORD PTR [ebp+@xc]
518: add eax,edx
51a: mov DWORD PTR [ebp-0x8],eax
51d: push DWORD PTR [ebp-0x8]
520: call 4e9 <g>
525: add esp,0x4
528: mov DWORD PTR [ebp-0x4],eax
—> 52b mov eax,DWORD PTR [ebp-0x4]
52e: leave
52f: ret

ebp

- 0x980

b =2 oxg7¢
a=4 ox978
Fmain — OX548 | oxom
ebpyain = @X... | oxo
cC =6 0X96¢
d=7 0x968

6 0X964
0x525 0X960
ox. .. ox95¢

7 0x958

0X954

esp
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Beispiel: Programmstapel

int f(int a, int b) {
int ¢ = a + b;

e int d = g(c);
return d;
}
4fd: push ebp
4fe: mov ebp,esp
500: lea ...
507: or ...
50b: sub esp,0x8
512: mov edx,DWORD PTR [ebp+@x8]
515: mov eax,DWORD PTR [ebp+@xc]
518: add eax,edx
51a: mov DWORD PTR [ebp-0x8],eax
51d: push DWORD PTR [ebp-0x8]
520: call 4e9 <g>
525: add esp,0x4
528: mov DWORD PTR [ebp-0x41],eax
52b: mov eax,DWORD PTR [ebp-0x4]
—> 52 leave
52f: ret

ebp

0. 0x980

b =2 0x97¢
a=4 0x978
Fmain — OX548 | oxom
ebpyain = @X... | oxo
cC =6 0X96¢
d=7 0x968

6 0X964
0x525 0X960
ox. .. ox95¢

7 0x958

0X954

esp
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Beispiel: Programmstapel

int f(int a, int b) {
int ¢ = a + b;
e int d = g(c);

return d;

}
4fd: push ebp
4fe: mov ebp,esp
500: lea ...
507: or ...
50b: sub esp,0x8
512: mov edx,DWORD PTR [ebp+@x8]
515: mov eax,DWORD PTR [ebp+@xc]
518: add eax,edx
51a: mov DWORD PTR [ebp-0x8],eax
51d: push DWORD PTR [ebp-0x8]
520: call 4e9 <g>
525: add esp,0x4
528: mov DWORD PTR [ebp-0x41],eax
52b: mov eax,DWORD PTR [ebp-0x4]
52e: leave

—> 52f: ret

PN 0x980
b =2 0x97¢
a=4 0x978

Fmain — OX548 | oxom
ox. .. 0x970

6 0Xx96¢C

7 0x968

6 0X964
0x525 0x960
ox. .. ox95¢

7 0X958

0X954

esp

Wachstumsrichtung



Beispiel: Programmstapel

int main(void) {
—_—> return f(4, 2); 0x980
¥
b =2 0x97¢
= 0x978
52a: push ebp a 4 97"
52b: mov ebp,esp esp
52d:  lea ... 0x548 ox974 o
534: or ... c
538: lea ... ]
53f: push @x2 ox. .. 0x970 _‘E’
541: push 0x4 (@)
543:  call 4fd <f> 6 ox96¢ =
—> 548: add esp,0x8 0
54b: leave 7 68 IS
54c: ret Ox9) 3
[%2)
6 0X964 S
©
0x525 ox960 =
ox. .. 0X95¢C
7 0x958 A\
0X954




Beispiel: Programmstapel

int main(void) {
—_—> return f(4, 2); PN 0x980
} esp
2 0x97¢
0x978
52a: push ebp 4 x97
52b: mov ebp,esp
52d:  lea ... 0x548 ox974 o
534: or ... c
538: lea ... >
53f:  push 0x2 ox. .. 0x970 2
541: push ox4 (@)
543:  call 4fd <f> 6 ox96¢ =
548: add esp,0x8 0
—> 54b: leave 7 0x968 g
54c: ret -
[%2)
e
6 0X964 S
©
0x525 ox960 =
ox. .. 0X95¢C
7 0x958 A
0X954




Beispiel: Programmstapel

int main(void) {
return f(4, 2); PN 0x980
¥
2 0x97¢
0x978
52a: push ebp 4 97!
52b: mov ebp,esp
52d:  lea ... 0x548 ox974 o
534: or ... c
538: lea ... >
53f: push @0x2 ox. .. 0x970 E
541: push 0x4 [8)
543:  call 4fd <f> 6 0X96¢ =
548: add esp,0x8 n
54b: leave 7 68 IS
54c: ret 09 3
(%]
6 0X964 S
©
0x525 ox960 =
ox. .. 0X95¢C
7 0Xx958 A\
. 0X954




Dynamische Analyse des Stapelspeicherbedarfs

m Messung zur Laufzeit: Wasserstandsmessung

Grundidee: Einfligen von Stack Canaries

Explizite Verwaltung des Stapelspeichers notwendig

pthread-Bibliothek ermoglicht Verwaltung
Mogliche Canaries

= Lesbare Bitmuster: @xDEADBEEF
= Unwahrscheinliche Bitmuster: 0b101010101010. . .
« Kleinere Bitmuster ~» grofRere Auflosung

OxDEADBEEF

DATEN

OxDEADBEEF

OxDEADBEEF

OxDEADBEEF

OxDEADBEEF

OxDEADBEEF




Dynamische Analyse des Stapelspeicherbedarfs

m Messung zur Laufzeit: Wasserstandsmessung

Grundidee: Einfligen von Stack Canaries

Explizite Verwaltung des Stapelspeichers notwendig

pthread-Bibliothek ermoglicht Verwaltung
Mogliche Canaries
= Lesbare Bitmuster: @xDEADBEEF
= Unwahrscheinliche Bitmuster: eb101010101010. . .
« Kleinere Bitmuster ~» grofRere Auflosung
/\ Keine allgemeingultigen Aussagen

= Liefert nur den konkreten Bedarf der Messungen
= Vorsichtige Aussagen Uber Worst-Case-Verhalten

m Einsatz zur dynamischen Fehlererkennung

OxDEADBEEF

DATEN

OxDEADBEEF

OxDEADBEEF

OxDEADBEEF

OxDEADBEEF

OxDEADBEEF




pthread-Bibliothek

1. (Globalen) Stack anlegen:

static unsigned int g_data[DATA_SIZE];

2. Thread anlegen & starten:

pthread_t thread;

pthread_attr_t attr;

pthread_attr_init(&attr);

pthread_attr_setstack (&attr, &g_stack, STACK_SIZE);

// worker function: void *run(void *param)

int status = pthread_create(&thread, &attr, run, NULL);
if (status != @) { ... // handle error

3. Auf Thread warten:

pthread_join(thread, &ret);



pthread Stack

unused memory

pthread {| free memory for TLD stack
stack size

stack used memory

addresses

A~
thread-local data (TLD) | .

free memory




Statische Stackbedarfsanalyse Vorgehensweise

/* Objective function =*/
max: +16 md5_orig_init +64 md5_update \

+64 md5_final +16 md5_memset \

+208 md5_transform +16 md5_encode ...;

/* Constraints */
+main = 1;
+md5_init +md5_main <= +main;

m Beispiel: mds- Summe
m Vorgehen
1. Callgraph bestimmen
2. Stackbedarf einzelner Funktionen (gcc -fstack-usage)
3. ILP? aufstellen (Nebenbedingungen aus 1., Kosten aus 2. verwenden)
4. ILP z.B. mittels 1p_solve ~» maximaler Stackbedarf

"https://github.com/tacle/tacle-bench/
2Integer Linear Program (dt. ganzzahliges lineares Programm)


https://github.com/tacle/tacle-bench/

Optimierungsziel

m Jeder Stapelrahmen einer Funktion f hat eine GroRe size
m Jede Funktion kann auf einem Pfad ein- oder mehrfach (Rekursion),
insgesamt n-fach auf dem Stapel vorkommen
m Gesucht: Fluss durch den Aufrufgraphen, welcher Stapelbedarf
maximiert
m Dabei miissen Flusshbedingungen eingehalten werden
= Aufruferbeziehung
= Alternativen

Optimierungsziel

max E size; - n;

Funktion f

In 1p_solve -Syntax: max: +64 n_f1 +48 n_f2 +42 n_f3;



Flussbedingung: Initialer Aufruf

Semantik

Der initiale Aufruf erfolgt maximal (wahlweise
auch genau) ein mal

Formalisierung
1p_solve -Syntax

n_main <= 1;



Flussbedingung: Mehrere Vorganger

Semantik

Jede Funktion kann nur so oft ausgefiihrt werden,
wie sie von den Vorgangern aus aufgerufen wird

Formalisierung
Sei f,_,, die Anzahl der Aufrufe von b durch a:

E callee
Neajee < f p—callee

p<Aufrufer(callee)

1p_solve -Syntax

n_callee <= + f_f_callee + f_g_callee + f_h_callee ;

)

10



Flussbedingung: Immer nur ein Nachfolger pro Funktion

Semantik

Jede Funktionsinkarnation ruft gleichzeitig jeweils
maximal eine weitere Funktion auf

Formalisierung
Sei f,_,, die Anzahl der Aufrufe von b durch a:

f

caller—c < Neatter
ceAufgerufene(caller)

1p_solve -Syntax

+ f_caller_f + f_caller_g + f_caller_h

<=

n_caller ;

1



Flussbedingung: Rekursion

Semantik

Rekursive Funktionen konnen pro Aufruf von
aulen bis zu ihrer maximalen Rekursionstiefe (a)
oft ausgefuhrt werden.

Formalisierung

fee < d

rec = Urec *

f

n

Niec < fin+f

rec

1p_solve -Syntax

f_rec <= +42 f_in;
n_rec <= f_in + f_rec;

12



m Problemformulierung in lpsolve:
max: +4@0 n_main +20 n_f +60 n_g;

main: 40 bytes

n_main <= 1;

+f_main_f +f_main_g <= n_main;
n_f <= +f_main_f;

+f_f_g <= n_f;

n_g <= +f_f_g +f_main_g;

f: 20 bytes

13



m Problemformulierung in lpsolve:
max: +4@0 n_main +20 n_f +60 n_g;

n_main <= 1; main: 40 bytes
+f_main_f +f_main_g <= n_main;
n_f <= +f_main_f;

+f_f_g <= n_f;

n_g <= +f_f_g +f_main_g;

f: 20 bytes

m Ausgabe von 1lp_solve :
Value of objective function: 120.00000000

Actual values of the variables:
n_main

n_f

n_g

f_main_f

f_main_g

f_f_g

[ Y N

13



LP-Solve Fallstricke: Infeasible model

$ lp_solve infeasible.lp
This problem is infeasible

Infeasible Models
Logischer Widerspruch in Nebenbedingungen

Leider bietet 1p_solve selbst direkt keine Hilfestellung zur Lokalisation.
Die Entwickler empfehlen das Einfuhren von “slack”-Variablen:3

max: X + y; max: x +y X: 20
x + 1 <= x; -1000 e_1 y: 20
y >y + 1; -1000 e_2; e_1 1
X <= 20; X+ 1 -e_1<=x; e_2: 1
y <= 20; y+tel2>y+1;

X <= 20;

y <= 20;

3http://1psolve.sourceforge.net/5.5/Infeasible.htm
14


http://lpsolve.sourceforge.net/5.5/Infeasible.htm

LP-Solve Fallstricke: Unbounded model

$ lp_solve unbounded.lp
This problem is unbounded

Unbounded Models
Eine oder mehrere der Variablen sind nach oben unbeschrankt

Durch kiinstliche Beschrankung aller Variablen im System (auf einen sehr
groBen Wert) lassen sich unbeschrankte Variablen detektieren:

max: X +y + z; max: x +y + z; x: 5000
z <=y + 1; z <=y +1; y: 20
y <= 20; y <= 20; z: 21

x <= 5000;

y <= 5000;

z <= 5000;

15



LP-Solve Fallstricke: Syntax

m 1p_solve ist auf die Losung linearer Gleichungssysteme ausgelegt
m Es ist dementsprechend nicht moglich, zwei Variablen zu
multiplizieren
= a x b = Syntaxfehler
= max: a b= optimierta+b
m Losung in VEZS fiir Konstanten (StapelrahmengréRen):
C-Praprozessor:

#tdefine s_main 40
#tdefine s_f 20
#define s_g 60

max: +s_main n_main +s_f n_f +s_g n_g;

16



Statische Stackbedarfsanalyse

m Statische Code-Analyse mit a® Tool-Suite

1. aiT: WCET-Analyse
2. Stack-Analyzer: Stackbedarf
3. ..

m [nstalliert im CIP-Pool
m /proj/idezs/tools/a3_x86/bin/a3x86

17



a° Analyzer - Lizenzserver

Project Views Help

v | A Find in project A Memory usage

g N Overview 1\ o Welcome
£
S Recent projects
Gi bsInt Select AbsInt License Manager
8 License [ Host ~ Port
2 (v i4alm.informatik.uni-erlangen.de (10.188.40.11) 42424
= Host ID
3
License|
o,
fe License htion)
Expiry
8
b - er support
f Manage Ppabsint.com
ans (online)
=
2 - k in the
i Host: Port: 42424 &
$
= User: Password:
e X Cancel .
— ail client
yscenT Suppore:
X Close
7

W

18



a° Analyzer - Lizenzserver

Project Views Help
2 N Overview 1\ o Welcome
§
[+ el \bsTnt Select AbsInt License Manager
] License [ Host el Port
2 (v i4alm.informatik.uni-erlangen.de (10.188.40.11) 42424
§ Host ID:
= License|
o
o License| ation)
. Expiry
e License ler support
&
> pabsint.com
M
7 ansge ans (online)
c
3 ,EIQ:‘ . ~ pinthe
g | Host: [i4aim.cs.fau.qe] | port: 42424 v
g
E
5} . Zugangsdaten
Benutzer/Passwort aus initialer Mail
X Close
&
-
4 [fi + | AFindin project A Memory usage

¥

W

18



a° Analyzer - Neues Projekt Anlegen

&4 Open... 13
=l save project
I4 Save as project...

Import project

®
/" Preferences...

E3 Quit

@Inf

OJC

(i

[ Save as workspace...

o Compare projects...

Ctri+N
Ctrl+0
»
ts
) project
ly opened projects
amples
Ctrl+,
Ctrl+Q

A Find in project A Memory usage

o Welcome

AbsInt Advanced Analyzer for X86

Documentation Customer support
Release notes (online) support@absint.com
User manual Other means (online)

Safety manual
TargetLink toolbox manual

W

19



a° Analyzer - Executable Angeben

=
= Analyses @A Home

Setup

N\

@ information

Project

Views Help
Reporting

B Haroware
Decoding

il Stack & value analysis

(" Timing analysis
Source files

{24 Configurations

O support

Input | Output

5

MAP file: =

AlS file: - /4
Project:
Temporary directory: /tmp/a3x86-pRadXg

A Find in project A Memory usage &

20



a° Analyzer - Hardware Auswahlen

Project Hardware Views Help
g 1= Fles Brooware 3 2 )
$  / Reporting
Decodin
9 General
g Ml Stack & value analysis
5 (& Timing analysis cPU
< Source files Variant: | 64-bit (Long mode) ~
19 conturations
€3 support Registers
o |0
2 Register contents at start of analysis
&
72 RSP:
FS.base: hex
<
§
H GS.base hex
g Stack area:
£
&
&)
@
< = AGEinEEes e S

21



a° Analyzer - Stack-Analyse Selektieren

Project Views Help
, I | = O
s
=
[+ You can also use the Symbols or DWARF view to create multiple analyses of the same type by selecting the analysis entries and using the Create analyses action
from the toolbar or context menu.
8
2 StackAnalyzer
;é‘ “ Stack usage analysis
ft)
](’Lgl ValueAnalyzer
e 0D "
s oute, Program value analysis
g
@
4 7 ResultCombinator
= ,‘ Combination of results according to formula
§ g
] === Control-Flow Visualizer
é f ) Visualization of control-flow graph
"
&
>
&
4 ~ | AFindin project A Memory usage W

22



a° Analyzer - Stack-Analyse Starten

Project Analysis Views Help

¢ ) create Q| Y M steckanalyzer 3 ¢ €
$ StackAnalyzer
c. ID: StackAnalyzer|

Comment:

Result:  nla

Settings | Output

=
2 Analyses

Configuration: | Default Configuration
Dependencies: None

Analysis start:  |run

. setup
N

IS file:
Expected result:

Enable ValueAnalyzer features

@ information

Slart all enabled analyses

4 + | A Messages A Findinproject A Memory usage 57

23



a° Analyzer - Analyseoutput

Broject Anaysis Views Help
] flv) Create s ¥
H  staconazer
G e o Stackanalyzer
& analysis oraph Comment
§ Result:  System: 96 bytes
H settngs | output
1
Coniguraton: [ Defaut Confguration
s Dependencies: one
4 Analysisstart [
/

S fle:
Expected result

Enable ValueAnalyzer features

© tormaton

£ Errors, warnings and

Ltestlog 4 @ &
Analyzer - StackAnalyzer (0 Errors, 4 Warnings): Finished on 2020-06-15 at 17:

14 after analyzing for 1 second

but shared object fie.

is
1034: ELF file Is
Using decoder for 86_64' and compiler ‘GCC'
© > Recursion 0x1125 ' found, recursion members:
Value analyzer statitics (max-length=2, default-unroll=2, normal mode):
Loop analysis found 0 loop bounds,
‘The analyzer optimized the stack graph of entry ‘run’ from 5/5 to 212 o
 #3097: For routine 'h' the default incarnation limit of 1 A
The analyzer optimized the stack graph of entry run’ from 5/5 to 4/4 nodes * cals (non-optimizable routines: 2)
Maximum global stack height: 9

* calls (non-optimizable routines: 2).

Last process took 0 5 and used not more than 30 MB (RSS 13 MB) of memory
» ¥ Reporting
Creating HTML raport

inished on 2020-06-15 at 17:

<

14 after analyzing for 1 second with 0 errors, 4 warnings.

[OIo)e]

- | [ % Messages A Find in project & Memory usage

i Stackanalyzer

Overall analysis time: <1s
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a° Analyzer - Analyseoutput

Project Analysis Views Help
J) Create

] ws | Y listackanatyzer 3 ¢ €
H succnazer
G o Asnes 0 Stackanalyzer
@ Anolysis graph Comment

§ Result  System: 96 bytes
H Settings | Output
20

Configuration: [ Default Configuration =
5 Dependencies: one »
& Analysis st [rum .
%

A e w s

Expected result

Enable ValueAnalyzer features

© tormaton

£ Errors, warnings and

Latest log. < ¢ > O v
KAnalyzer - StackAnalyzer (0 Errors, 4 Warnings): Finished on 2020-06-15 at 17:10:14 after analyzing for 1 second

ut shared object fil
EEERIERERREEEEE Y 5 Warnung zu ELF ignorieren
© > Recursion 0x1125 N’ found, recursion members:

Value analyzer statitics (max-length=2, default-unroll=2, normal mode):
Loop analysis found 0 loop bounds,
‘The analyzer optimized the stack graph of entry ‘run’ from 5/5 to 212 o
% #3097 For routine 'h' the default incarnation limit of 1 is used.
The analyzer optimized the stack graph of entry run’ from 5/5 to 4/4 nodes * cals (non-optimizable routines: 2)
Maximum global stack height: 9
Last process took 0 5 and used not more:
» ¥ Reporting
Creating HTML raport
inished on 2020-06-15 at 17:

* calls (non-optimizable routines: 2).

30 B (RSS 13 MB) of memory

<

14 after analyzing for 1 second with 0 errors, 4 warnings.

[OIo)e]

- | [ ¥ Messages A Find in project A Memory usage Overall analysis time: <1s
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a° Analyzer - Callgrap

Project Analysis Views Help

g o cee O w | Y

| rTr—

G| 5 wene > =
& analysis oraph Comment

& Settings | Output

g Dependencies: None

& Anatyss start: [ram

7

sackanalyzer 3 ¢

5 Expected resut
£ Enable ValueAnalyzer features
E
[£] Errors, warnings and info Latest log < ¢ O v
T A T e e S T e T
e e e
2
. I it
» ¥ Roporting e
@ Show all folded messages of this type
[C] Reset tate o al oded messages
© wourm
@
<4 « || % Messages A Find in project & Memory usage|  Collapse all Overall analysis time: <1s |y
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a° Analyzer - Annotationstemplate kopieren

§
G

N\ setwp

© irtormasin

[BlGIC)e)

Project Analysis Graph Views

J) create
i stackanalyzer

Help

Bl © [ ecusrs [ssecw> <] Clseuaie

Maximum Stack Usage for Entry 'run’: 96

| run: [-8..32)

9: [-8..32] |

Toggie fold

Show adaress indisassembly
0 Find address in OWARF

[REC] ~

Show source

wanasisgraph 3 ¢ @)

o
Shit+D
o

Copy AIS annotation ursion bounds.

. Show message
) Create analyses.
£ Erors, wamings and o Latestiog -4 @ %
StackAnalyzer - StackAnalyzer (0 Errors, 4 Warnings): Finished on 2020.06-15 at 17:10:14
7 . Control-Flow & Stack Analysis.
> Reading binary 'stack

@ Show analysis statistics (context)

1 Unfold
1 Unfold recursively

est
#1039: ELF file Is not an executable, but shared object file. <1 Unfold routines to basic-block level
#1¢ is
#1034: ELF fle is Exclusive subgraph
Using decoder for 'xB6_64' and compiler ‘GCC. 2 scal to fit selection
© > Recursion 0x1125 ' found, recursion members: o
> Value analyzer statistics (max-length=2, default-unroll=2, normal mode): Copr

Copy address
timizabl | Copy name.

Loop analysi found 0 loop bounds.
The analyzer optimized the stack graph of entry 'run’ from 5/5 to 2/2 nodes * calls (non-oy
3097: For routine h' the default incarnation limit of 1 is used.
The analyzer optimized the stack graph of entry run’ from 5/5 to /4 nodes * cals (non-oj
Maximum global stack height: 96
Last process took 0 5 and used not more than 30 MB (RSS 13 MB) of
» ¥ Reporting
+ Craating HTML roport
Finished on 2020-06-15 at 17:

mizah| =+ Goto caller

+= Gototargeth

ory Go to neighbor

Select area around nodes

14 after analyzing for 1 second with 0 errors, 4 warnings.

¥ Messages | A Find n project & Memory usage

ShitsM»|  Incamaton imit
Enter with
nfeasible )

® Not analyzed

snitsa

anen

x

z

anec

CulashiteA

Overall analysis time: <15
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a° Analyzer - Stack-Analyse Starten

Project Analysis Views Help
f() Create

B Home

=
2 Analyses

. setup

@ information

®

Slart all enabled analyses

®0

4 =

StackAnalyzer

Qo |ais v Ml stackanalyzer 3 7 O
ID: StackAnalyzer|

Comment:

Result:  n/a

Settings | Output
Configuration: | Default Configuration
Dependencies: None
Analysis start: |run

IS file:

Enable ValueAnalyzer fea

A Messages A Find in project A Memory usage

= .ais-Datei fur benutzerdefinierte Annotationen

z
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a° Analyzer - Annotationstemplate kopieren

Broject Anaysis Graph Views Help
o) Create & e | Y [ @ | recursion: | <none> ~| ) exclusive “anatsisgrapn 3 2 @)
i stackanayzer

s S s B

Maximum Stack Usage for Entry 'run’: 96

D vome

§ J
H

fi) | run: [-8..32)

5-: : [-8..32)

/ 9 ‘

|

i [RECT™ ot totd
5] O Find address in OWARF shineo
show source o
Copy S annotaton 5| Rl s
fio Create analyses. Enter with =
B i wie Duwin 4 € % © Show anayis satsts ot o o~
StackAnatyser - StackAnalyse (0 Erors, & Warnings: Fiished on 2030-08-15 SE 17108 8 | 1) . J—
v Control-Flow & Stack Analysis = Unfok
+* “reading sty skt 1 unotd recursivly snines
e e e i e e ) 2 Untoldrutines t bsicbock level
Uiingdecoer o 56,4 and comper GCC. 2 scleto e seection 2
© > Racursion 011135 o, recuron e o o

> Value analyzer statistics (max-length=2, default.unroll=2, normal mode):
Loop analysi found 0 loop bounds. Copy address
run’ from 5/5 to 212 nodes * cals (non-optimizabl | Copy name
ised.

zer optimized calls (non-of =+ Goto caller © ’
Maximum global stack height: 96 += Gototargeth T
Last brocess tak 0 5 and used not more than 30 MR (RSS 13 MB) of memary PO

Ais-Notationen
m Auch als C-Kommentar verwendbar

m // ai: routine "h"” recursion bound : @ .. 42;

[OIo)e]

- | [ ¥ Messages A Find in project A Memory usage Overall analysis time: <1s
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a° Analyzer - Kommentar-Parsing Aktivieren

Project Views Help

Files Decoding 3 % O
$  / Reporting
G B Horaware Annotations
Use legacy AIS annotations
§ Ml stack & value analysis
g = V| Extract annotations from executables
2 Timing analysis
£ Source files V| Extract annotations from source files
f) {4 Configurations AIS source code annotation prefix: // ai: loop here bound: ..
O support
g [© Decoding
b1
S Use only safe patterns
s

Always read program headers
v/ Enable value-iterative decoding
V| Enable trace-iterative decoding

V| Use automatic annotations for call graph creation and disassembly

@ information

DWARF Debug Information
V| Extract debug information
Extract volatile memory regions

Extract constant memory regions.

r ~ | AFindin project A Memory usage Overall analysis time: <1s (v
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Aufgabenstellung

m Existierende Implementierung: Array-Datenstruktur

m Vorgegebene Funktionen: Sortieren, Maximumssuche, ...
m Aufgaben
1. Dynamische Analyse

14 Thread erstellen
1.2 Stack initialisieren

1.3 Programm (mit Eingabedaten) ausfiihren
1.4 Stackverbrauch messen

2. Statische Analyse

22 ILP aus Aufrufgraph aufstellen
2.2 Mittels 1p_solve losen
2.3 Verwendung a® Stack-Analyzer

3. Optional: Zeitanalyse mit aiT

30
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